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CHAPTER  I

GENERAL

1.  PURPOSE.  This regulation was published to provide guidance for XXth Brigade (TS), XXXTH DIVISION (IT) unit Security Managers to follow in establishing and maintaining an effective security program.  It provides a handy resource document to guide Security Managers and Commanders.  This regulation is to be used in conjunction with appropriate regulations and supplements.  While written to assist Security Managers, it is not to be used in lieu of any other Army Regulation or Supplement.

2.  APPLICABILITY.  This regulation applies to all XXth Brigade (TS), XXXTH DIVISION (IT) Commanders and Security Managers down to and including the detachment level.

3. PROCEDURES.  A copy of this regulation is to be maintained with the unit’s Security Regulations.  Compliance will be inspected during XXth Brigade (TS), XXXTH DIVISION (IT) Security Oversight Inspections and Command Inspections.

CHAPTER  2

SECURITY PROGRAM MANAGEMENT

SECTION I

REFERENCES

1.  General.  Security Managers are not expected to memorize or retain large volumes of information contained in the numerous security regulations and documents.  Security Managers need to familiarize themselves with which documents contain the information they may require on a particular subject and where it can be found in the document.  Security references should be collectively maintained by Security Managers and in sections that continually handle classified material.

2.  Required Reference Material.  All Security Managers will have the following reference material on hand:

    a.  AR 380-5, DA Information Security Program, with supplements.

    b.  AR 380-67, DA Personnel Security Program , with supplements.

    c.  AR 380-13, Acquisition and Storage of Information on Non-DoD Affiliated Persons and Organizations, with supplements.

    d.  AR 381-10, U.S. Army Intelligence Activities, with supplements.

    e.  AR 381-12, Subversion and Espionage Directed Against the U.S.  Army.

     f.  AR 380-19, Information Systems Security.
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     g.  DA Cir 380-93-1.

     h.  USARC Reg 380-1, Personnel Security

     i.  XXth Div (IT) Reg 380-1.

     j.  Unit Security SOP.

     k.  Unit Emergency Removal Plan.

3.  The following references are not required, but are useful to all Security Managers:

     a.  AR 380-1, DA Guide to Marking Classified Documents.

     b.  AR 530-1, Operations Security (OPSEC).

     c.  AR 380-20, Restricted Areas.

     d.  AR 340-17, Release of Information and Records from Army Files.

SECTION 2

RESPONSIBILITIES AND DUTIES

1.  Commanders.  Commanders at all levels have the responsibility for implementing an effective Information Security Program.  They are directly responsible for establishing local information security policies and procedures; initiating and supervising measures or instructions necessary to insure continual protection of classified information; assuring that persons requiring access to classified information are properly cleared; and continually assessing the individual trustworthiness of persons who possess a security clearance.  A commander may delegate authority to perform local security functions, but not for ensuring that national security is protected.  Security is always the responsibility of the commander.  Enforcement of established security policies is the responsibility of the Commander.  Battalion Commanders will designate in writing a properly cleared individual to be the unit Security Manager.  Security Managers should possess a minimum grade of GS-7 or rank of E-7/SFC (para 13-304, AR 380-5, with FORSCOM Suppl 1).

2.  Security Manager.  The Security Manager is the commander’s authorized representative, responsible for the administration of an effective local security program.  The Security Manager will; among other duties (para 13-304, AR 380-5, with FORSCOM Suppl 1):

     a.  Advise and represent the commander on matters related to security.

     b.  Establish and implement an effective security education program.

     c.  Establish procedures for assuring that all persons handling classified material are properly cleared.

     d.  Advise and assist custodians of classified material on classification problems and the development of classification guidance.
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      e.  Ensure that classification guides for classified plans, programs and projects are  

properly prepared, maintained and made available to all persons concerned.

     f.  Conduct a periodic review of classifications assigned to documents within the activity to ensure that classification decisions are proper.

     g.  Review classified holdings to reduce unneeded classified material, by declassification, destruction, or by retirement.

     h.  Supervise and conduct security inspections and periodic spot checks and notify the commander regarding compliance with security directives.

     i.  Assist and advise the commander in matters pertaining to the enforcement of regulations governing the dissemination, reproduction, transmission, safeguarding, and destruction of classified material.

     j.  Be the single Point of Contact (POC) on all security matters for the unit/activity.

     k.  Establish an effective and comprehensive Standard Operating Procedure (SOP) for all security matters for the unit/activity.  (See Appendix A).

3.  A successful security program can only be attained through cooperation between the commander and his Security Manager.  The commander must appoint a Security Manager who has the necessary prerequisites to perform the above tasks.   Security Managers must be trained and provided sufficient time and other resources to do their job properly.  Security Managers should provide the commander with timely and professional advice on the security posture of the unit and make recommendations to resolve or eliminate security problems.

SECTION 3

TRAINING AND EDUCATION

1.  Security Manager Training.  All Security Managers are encouraged to attend the two-week Security Managers Course at the Fifth U.S. Army Intelligence Training Army Are School (ITAAS) when time and funds permit.

2.  Security Education.  The Security Manager will establish a security education program for all unit personnel.  The program will stress the objective of improving the protection of classified and sensitive unclassified information.  Extreme care must be taken to ensure that security education and training does not dissolve into a superficial compliance with formal regulations without achieving the real goal of the program.  Having individuals read large quantities of security regulations and obtaining a signature is neither adequate nor acceptable.
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       a.  Initial Security Training.  Instruction will, as a minimum, be designed to:

          (1)  Advise personnel of the adverse effects to national security which could result from the unauthorized disclosure of classified and or sensitive unclassified information.  Additionally, advise them of their personal, moral, and legal responsibility to protect information within their knowledge, possession, or control.

          (2)  Familiarize personnel with the security requirements of their particular assignment.

          (3)  Advise personnel of the criteria and procedures for classification, declassification, marking, and dissemination of information as prescribed by Army Regulations, and alert them as to the strict prohibitions on improper use and abuse of the classification system.

          (4)  Inform personnel of the techniques employed by foreign intelligence activities in attempting to obtain classified information, and their responsibility to report such attempts or related/possibly related incidents.

          (5)  Advise personnel of the penalties for engaging in espionage activities.

          (6)  Advise personnel of the strict prohibitions against discussion of classified information over an unsecured telephone or in any other manner that permits interceptions by unauthorized personnel.

          (7)  Instruct personnel that individuals having knowledge, possession, or control of classified material must determine, before disseminating such material, that the recipient has been properly cleared for access, needs the material in order to perform his official duties, and can properly protect and store this material.

          (8)  Advise personnel of the requirement to report such matters as:


   (a)  Physical security deficiencies.


   (b)  Possible loss or compromise of classified material.


   (c)  Information that could reflect adversely on the trustworthiness of an individual who has access to classified material.

          (9)  Inform personnel of the penalties for violation or disregard of the provisions of AR 380-5.

        (10)  A sample Security Orientation Briefing is contained in Appendix B.

        (11)  Further in-processing administrative requirements are outlined in Chapter III, Section I of this regulation.
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     b.  Refresher Training.  Security Managers will ensure that as a minimum, annual security training for personnel having access to classified information or persons who can be expected to handle classified information is performed.

     c.  Foreign Travel Briefing.  Individuals having access to classified material are targets for hostile intelligence agents when traveling to foreign countries or to meetings within CONUS where they will come into contact with foreigners.  Such personnel must receive foreign travel briefings before they depart their units.  Additional information concerning foreign travel briefings is contained in Appendix B.

     d.  Subversion and Espionage Directed Against the U.S. Army (SEADA).  All Department of Defense affiliated personnel will receive biennial SAEDA training.  This training will be presented by counterintelligence personnel, if available, or by the unit Security Manager.  This training will include the subject matter requirements as determined by AR 381-12.  Security Managers will make every effort to prepare current, interesting, and relevant presentations.  Special SAEDA will be presented to individuals who are vulnerable to hostile approach by virtue of their position, travel, duties, or activities.  An example of a SAEDA briefing is contained in Appendix C.

     e.  AR 380-13, Acquisition and Storage of Information on Non-DoD Affiliated Persons and Organizations.

         (1)  This training is required for all units and personnel except MI units and intelligence sections.  Intelligence sections are governed by AR  380-10.

         (2)  The Security Manager will keep AR 380-13 and its FORSCOM Supplement in a separate policy book.  All personnel, except those assigned to intelligence positions are required annually to read and certify, in writing, they have read, understand and will comply with the provisions of the policy book.

    f.  AR 381-10, U.S. Army Intelligence Activities.  This training is required for all personnel in military intelligence units or intelligence/security actions in non-MI units (i.e. S-2s).  All such personnel are required annually to read and certify, in writing, that they have read, understand, and will comply with the provisions of the policy book.

SECTION 4

INSPECTIONS

1.  General.  An inspection program ensures compliance with established procedures and regulations, identifies weaknesses, and recommends corrective action where required.  Security Managers at each level of command will conduct self inspections and spot checks.  Additionally, Security Managers at each level of command will conduct inspections of subordinate Security Managers.  Inspections will be conducted IAW procedures prescribed below.
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2.  Administrative Security Inspection.  Security Managers will conduct a security inspection of subordinate units during duty hours at  least once  every   18 months,     annually if resources permit.  The inspections may be announced or unannounced.  Inspections will be conducted using the following guidelines for preparation and inspection:

     a.   Determine the number of persons required to conduct the inspection.  Plan for the time that will be required and any technical assistance needed in conducting an inspection.

    b.  Ensure the inspection is properly scheduled, and if it is to be an announced inspection, that the unit is notified at least thirty days in advance.  Notification should identify members of the inspection team and verify their clearances as well as telling the unit the inspection date, time, and scope of the inspection.

     c.  Review unit security SOP’s, previous inspection reports, spot checks, and records of advice and assistance visits in the element to be inspected, which identify previous security findings and weaknesses.

     d.  Determine the scope and depth of the inspection to be conducted.  Pay special attention to classified document holdings, number of personnel who work with classified information, and the mission of the unit.

     e.  Review the inspection checklist (See Appendix D) that will be used to conduct the inspection.  Determine which items on the checklist pertain to the element being inspected.  Review appropriate regulations as required.

     f.  Conduct the inspection using the checklist.  Make on-the-spot corrections when time permits.  Out-brief the Security Manager on deficiencies noted during the inspection.

3.  Unannounced After Hours Security Checks.  Security Managers will conduct unannounced after hours security checks at least every 18 months of their unit/activity, and of as many subordinate units as feasible.  These inspections will be conducted using the following guidelines for preparation and inspection:

     a.  Review unit security SOP’s, previous inspection reports, and note any repetitive findings.

     b.  Make arrangements to gain access to work areas.

     c.  Conduct the security inspection after hours using the checklist in Appendix E.

4.  Periodic Spot Checks.  Security Managers are responsible for conducting periodic spot checks of their unit/activity, and of as many subordinate units as feasible.  Procedures noted in violation of security SOP’s will be corrected on the spot.
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5.  Reports.

     a.  Security Managers will make a written inspection report with findings, recommendations and comments using the format in Appendix F or the Automated 1-201 inspection checklist.

     b.  The Security Manager will maintain a copy of the inspection report and provide copies of the report to the inspected unit.  Inspection reports will be maintained by the Security Manager at all levels and will be subject to inspection for a period of two years.

     c.  A memorandum for record will be maintained for a period of one year on all spot checks conducted.                                                                                          

SECTION 5

RECORDS KEEPING
Security Managers must keep complete written records of all actions related to security.  Records include, but are not limited to, SAEDA training, Administrative Security Inspections, Unannounced After Duty Hours Security Inspections, Periodic Spot Checks, Annual AR 380-13 AND AR 380-10 Familiarization.  Reports of Derogatory Information (DA Form 5248-R - Appendix H), Requests for Courier Orders, Classified Information Nondisclosure Agreements (SF 312 - Appendix H), Security Termination Statements (DA Form 2962 - Appendix H), security related duty appointment orders, security clearance actions, security reference material, etc.  All records will be maintained IAW AR 25-400-2.

CHAPTER 3

INFORMATION SECURITY PROGRAM AR 380-5

SECTION 1

CLASSIFIED INFORMATION PROTECTION AND STORAGE

1.  General.  It is the responsibility of all users/holders of classified material to safeguard it and to limit access on the basis of NEED TO KNOW, as well as a valid SECURITY CLEARANCE AND ACCESS.  The Security Manager is responsible for ensuring that all handlers of classified material are aware of and comply with this requirement.

2.  Security Containers.  GSA approved security containers will be used to store classified material.  Approved containers will have a GSA approval label.  This marking is for identification.  It will not, however, indicate either the level of classified material contained within the container or the evacuation priority.  Reversible OPEN/CLOSED signs will be used on each security container.  An Emergency Evacuation/Destruction Plan will be posted in a conspicuous location near the security container (Appendix G is a sample Emergency Destruction Plan).
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 a.  Security container forms.

          (1)  SF 700 (Security Container Information - See Appendix H).  A SF 700 will be completed for each security container.  Part 1 will be posted on the inside of the lock drawer of the container.  Parts 2 and 2a will be marked with the highest classification of material stored in the container.  Part 2a will be detached, and inserted inside Part 2.  Part 2 will be maintained in another security container.  The Privacy Act Statement on the reverse side of the form will be read by all persons listed on the form.  Names of additional personnel who have knowledge of the combination will be recorded and maintained in the front of the lock drawer of each container.

         (2)   SF 702 (Security Container Check Sheet - See Appendix H).  A SF 702 will be affixed to each security container.  It must reflect an entry for each duty day and each non-duty day that the container is utilized.  In addition, the date and time of each unlocking and locking of the container must be recorded.  The entry for the final locking of the day will also record the initials and time that the container was checked.  This must be accomplished by someone other that the person locking the container.  Any available person may conduct the check.  If a container is not opened on a normal duty day, record the date, followed by NOT OPENED, and initial the “checked by” column.  The SF 702 must be kept on file for 24 hours after it has been filled out on both sides, then discarded, unless it is needed for an investigation of a possible security compromise.

     b.  Combinations.  Combinations to security containers must be changed at least annually, or when a person having access to the container is transferred, discharged, reassigned, or has their security clearance revoked or suspended.  Combinations must also be changed if the combination has been compromised, or if the container is found unlocked or unattended.  When NATO information is stored in the container, the combination will be changed every six months.

     c.  Container Markings.  While each container must be marked externally with a number, no container will be marked externally to indicate the level of classification of material contained,  evacuation priority, nor will it show that a drawer contains only classified waste material.  The evacuation priority markings will be place on each drawer in such a manner that it is visible when the drawer is open, and not visible when the drawer is closed.

3.  Custodial Precautions .

     a.  Care During Duty Hours

          (1)  Cover Sheets.  Classified material removed from storage shall be kept under constant surveillance and face down or covered when not in use.  Attach cover sheets, SF 705 - CONFIDENTIAL, SF 704 - SECRET, or SF 703 - TOP SECRET, whenever the documents are not in secure storage.  This requirement includes working papers.  When classified material is transported from one location to another, it will be covered from viewing and protective cover sheets will not be exposed.
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(2)  Work Habits.  When individuals use classified information on a daily basis, there is a tendency to become careless about security.  Work habits need to be developed that will provide the appropriate security for the information, whether the information is a finished document, a working paper, a draft, or a used typewriter ribbon.

          (3)  Taking Classified Information Out of the Work Area.  Only the head of an activity, or his representative, may authorize removal of classified information from the designated working area.   Removal is permitted only if an operational requirement exists.  Authorization will be granted only when the material can be protected by adequate security safeguards.

          (4)  Security Container Combinations.  Combinations to security containers containing classified information are classified to the highest level of information stored in the container.  It is the responsibility of all persons possessing the combination to a security container holding classified information to memorize the combination.  The combination will NOT be stored in a wallet or purse.

          (5)  Telephone Security.  Personnel using ordinary (unsecured) telephones in areas where classified information is frequently discussed will use extreme caution.  DO NOT discuss sensitive or classified information in an area where it may be picked up by an open telephone line.  Each telephone and facsimile machine must have a DD Form 2056 attached to the front. USE ONLY SECURE TELEPHONES WHEN DISCUSSING CLASSIFIED INFORMATION.

          (6)  Access Control.  Procedures will be established to control access to areas where classified information is being processed.  Individuals working with classified information must be made aware of any un-cleared visitors in the area in time to cover/protect the classified material.

b.  Emergency Planning.  Each section/office that maintains a security container for the storage of classified information will develop and prominently display an emergency destruction/evacuation plan in the vicinity of the container(s).  The plan will outline procedures designated to protect classified material in case of fire, natural disaster, civil disturbance, terrorist activities, or enemy action.  In developing the emergency plans the requirements of para 5-203, AR 380-5 will be met.  All personnel having access to the container should be familiar with the plan and aware of their responsibilities in the event of an actual emergency.  See Appendix G.

     c.  End of day Security Checks.  Heads of activities will establish a system of security checks at the close of each working day to ensure that:

          (1)  All classified material is stored in secure containers.

          (2)  Wastebaskets do not contain classified material.

          (3)  Security containers are locked and checked.

          (4)  SF 702’s are properly annotated by individuals locking and checking the security containers.
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          (5)  SF 701 (Activity Security Checklist - Appendix H) is utilized each day by the last person leaving the area to ensure that all precautions have been taken for safeguarding sensitive and classified information.

     d.  Classified meetings and briefings.  When meetings/briefings disclosing classified information are conducted, security requirements and procedures mandate that:

          (1)  All meetings disclosing classified information will be held only at a Government installation or a contractor activity granted a DoD facility clearance.

          (2)  The sponsoring activity will coordinate with their Security Manager to plan for and apply adequate measures for the control, dissemination, and storage of classified information.

          (3)  Access will be controlled by ensuring all personnel have been properly cleared and possess a need to know.

          (4)   Basic physical security precautions will be provided to ensure that:

                 (a)  Uncleared personnel do not inadvertently gain access.

                 (b)  Windows are covered.


    (c)  Conversations cannot be heard outside the area.


    (d)  Extraneous electrical wiring, electronic equipment, and telephones are disconnected or removed from the briefing area.

          (5)  When classified information is going to be discussed during a meeting/briefing, the level of classification must be announced and attendees advised of the consequences of unauthorized disclosure of classified information.

          (6)  Immediately upon completion of a classified meeting/briefing, the unit/agency holding the conference will ensure that any notes, minutes, or recordings are appropriately marked and safeguarded; check audiovisual equipment and clear such material of any classified material; and before releasing the facility, check to ensure no classified material or classified waste is left in the area.

4.  Destruction Procedures.

     a.  Approved methods of destruction for classified material within the XXth Bde (TS), XXth Div (IT):

          (1)  Individual office-type shredders - only Class 1 (crosscut will be used to destroy classified information up to, and including, SECRET and SECRET COMSEC material.  Shredders must be properly maintained and examined regularly that the shredding standards in AR 380-5 are met.  Class II (continuous strip) may be used only to destroy FOR OFFICIAL USE ONLY material only.
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(2)  Destruction by burning may be used.  This is the preferred method according to AR 380-5.

     b.  What documents require destruction?  Any document with a classification affixed which no longer serves a purpose to the holder should be destroyed.  This reduces the requirement for additional storage containers, and the requirement for reviews for downgrading, declassification, and destruction.  It also facilitates handling and reduces the chances of a compromise.

      c.  Those having questions concerning the destruction of classified material should contact the XXth Brigde (TS), Security Manager.

SECTION 2

TRANSMISSION OF CLASSIFIED MATERIAL

1.  Transmission Procedures.  It may be necessary to transmit classified documents from one agency/unit to another within the XXth Brigade (TS), XXXTH DIVISION (IT).  All classified material will be transmitted in the following manner:

     a.  CONFIDENTIAL.  May be sent by U.S. Postal Service First Class Mail within and between the United States and its territories.

     b.  SECRET.  May be sent by registered mail carried by the U.S. Postal Service within and between the United States and its territories.

     c.  Proper Packaging Procedures.  Classified information will be contained in two opaque envelopes.  The inner envelope will reflect the addressee and the sender’s return address and stamped top and bottom, back and front, with the classification of the material sent.  The outer envelope will reflect the addressee and the sender’s return address.  DO NOT STAMP THE CLASSIFICATION on the outer envelope.  Both envelopes will be taped at the seams with paper tape and will include the stamp,  “Postmaster:  Address Correction Requested/Do Not Forward”.

     d.  Screening of Official Mail.  All official mail that is REGISTERED, CERTIFIED, or FIRST CLASS - POSTMASTER DO NOT FORWARD, must be handled as classified until it reaches a screening point and is physically opened and screened to determine whether or not it contains classified material.  Screening means OPENING to determine if it contains classified information, so it can be brought under control.  Some important points to remember:

          (1)  Since it is usually not the responsibility of the Security Manager to pick up distribution, the Security Manager must coordinate with those who do to ensure that all official mail described above is screened.

          (2)  Official mail described above that is addressed to an individual will be opened by the addressee in the presence of the screening official.
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2.  Receipts.  XXth Bde (TS), XXth Div (IT) units will utilize DA Form 3964, Classified Document Accountability Record (Appendix H), for all transfer of:

     a.  SECRET material mailed outside the XXth Bde (TS), XXth Div (IT).

     b.  SECRET and CONFIDENTIAL material transmitted between XXXTH Division (IT) units, regardless of the means of transmission.

3.  Dispatch Records.

     a.  A record of dispatch is required for CLASSIFIED information transmitted out of the unit or staff element, regardless of the means of transmission.  Within FORSCOM, the DA Form 3964 used as a document receipt will also serve as a dispatch record.  The “suspense file copy” of the DA Form 3964 used as a document receipt will also serve as the dispatch record until the original form is signed and returned by the recipient.  If the comeback copy is not received within 30 days a tracer will be sent.  The suspense copy may then be discarded/destroyed.  This method will preclude early destruction of distribution/addressee list on documents when the originator determines that the information has served it usefulness and wants to destroy the document.

     b.  When the dispatch requirement cannot be satisfied as indicated above, a local log may be initiated to serve as a dispatch record.  Local logs should contain the following minimum information:  description and date of document, classification of document, date dispatched and to whom dispatched.

4.  Retention of Receipts and Dispatch Records.  Records of receipts and dispatch records will be retained a minimum of two years.

5.  Courier Authorizations.  DoD policy is that classified information should be transmitted by mail whenever possible.  The hand-carrying of classified material with a courier should only be used as a last resort when other means cannot be used.  The unit Security Manager is the approving authority for the hand-carrying of classified information between units.  (See Appendix J).

6.  Courier Authorization Cards - DD Form 2501.

     a.  Courier Authorization Cards issued by the Headquarters, XXth Brigade (TS), Security Manager are limited to a 25 mile radius for XXth Bde (TS),  XXth Div (IT) personnel traveling by means other than commercial aircraft.  DD Form 2501 is intended as a courier authorization for local hand-carrying of classified information and authentication under the DoD activity entry and exit inspection program, NOT for blanket authorization to randomly transport classified material.  The Courier Authorization Card DOES NOT replace the written courier authorization letter for onetime couriers and is not required to be issued when other courier authorization documents are issued.
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 b.  The DD Form 2501 identifies an individual by name, rank or grade, SSN, authorized level of access, geographic limits, an expiration date not to exceed one year, traveler’s organization, address and telephone number, and signature of approving official (Security Manager).  Therefore, it cannot be reissued or transferred.  Security Managers must maintain records of the name of the individual cardholder and the control number of the card issued.

     c.  Controlled distribution will be through sequential serial numbers.  Courier cards will be issued only to personnel who have a frequent demonstrated need to hand-carry classified information between on-post buildings and local subordinate activities.  The card will not be issued to each member of a unit on the supposition that the individual “may” need it.

     d.  The XXth Brigade (TS) Security Manager may authorize individuals to retain the card for the full year or may require turn-in following the conclusion of each use.  Unannounced card inventories may be conducted regularly by personnel authorized to conduct security inspections to verify that the card holder on record is in possession of the numbered card they were issued.  The card holder is responsible for safeguarding their card unless it is returned to the Security Manager at the conclusion of each use.

     e.  The Security Manager, supervisor, or someone in authority must be knowledgeable of the classified material transported by the courier, the reason and the anticipated time and date for the courier return.

     f.   If a card is lost, the courier must report that fact to the Security Manager immediately.  All reasonable efforts to investigate or locate the card must be made.

     g.  The Courier Card will not be used as authorization to remove classified material from the work place for use at home or elsewhere.  Removal for this purpose requires a request through Headquarters, XXth Brigade (TS) to XXXTH Division (IT).

     h.  Couriers who misuse the card or abuse its intended purpose are subject to the administrative, disciplinary or legal sanctions outlined in AR 380-5, Chapter XIV.

7.  Courier Briefing Statement.  Prior to hand-carrying classified information, couriers must be briefed and sign a briefing statement.  This statement must remain on file with the Security Manager for the duration of the courier’s mission.  A sample of a Courier Briefing and Statement is in Appendix J.

SECTION 3

MARKING OF CLASSIFIED DOCUMENTS

1.  The overall classification of a document must be stamped or marked at the top, bottom, on the outer front cover (if any), on the title page (if any), on the first page, and the top and bottom of the back page/cover.  Classification markings will be in letters larger than those on the rest of the page.
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2.  Previous marking of “Classified By” will now only be used for original classification decisions.  For those documents that are classified by an original classification decision the face of the document will be marked as follows:  “Classified By” followed by the name or personal identifier, and position title of the original classifier.  In those situations in which it is not otherwise evident, the activity or command and office of origin shall be identified and placed below the name on the “Classified By” line.  On the next line the original classifier shall identify the reason(s) for the decision to classify.  

The reason for classification relates to the categories of what can be classified as specified in E.O. 12958, Section 1.5, and are as follows:

     a.  Military plans, weapons, or operations.

     b.  Foreign government information.

     c.  Intelligence activities (including special activities), intelligence sources or methods, or cryptology.

     d.  Foreign relations or foreign activities of the United States, including confidential sources.

     e.  Scientific, technological, or economic matters relating to the national security.

     f.  United States government programs for safeguarding nuclear materials or facilities.

     g.  Vulnerabilities or capabilities of systems, installations, projects or plans relating to the national security.  The original classifier has the option of either including a brief reference to the classification category (ies) or the number 1.5 plus the letter(s) that corresponds to that classification category (ies) in Section 1.5 of the Executive Order.

3.  The last line of the classification authority and declassification instruction shall be the “Declassify On” instructions.  The original classifier will either pick a date or event that is 10 years or less from the original classification decision, or an exemption category.  The term “OADR” or “Originating Agency’s Determination Required” is no longer authorized for use.  When a specific date or event within 10 years cannot be established, the original classifier will apply the letter “x” plus a brief recitation of the exemption category (ies), or the letter “x” plus the number that corresponds to the exemption category (ies) in the section 1.6(D) of the E.O.  The categories of information that may be classified beyond 10 years are:

     a.  “Reveal an intelligence source, method, or activity, or a cryptologic system or activity”.

     b.  “Reveal information that would impair the development or use of technology within a United States weapons system”.

     c.  “Reveal information that would impair the development or use of technology within 
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a United States weapons system”.

    d.  “Reveal United States military plans, or national security emergency preparedness plans”.

    e.  “Reveal foreign government information”.

    f.  “Damage relations between the United States and a foreign government, reveal a confidential source, or seriously undermine diplomatic activities that are reasonably expected to be ongoing for a period greater that 10 years from the date of the original decision”.

    g.  “Impair the ability of responsible United States government officials to protect the President, the Vice President, and other individuals for whom protection services, in the interest of national security, are authorized”.

    h.  Violate a statue, treaty, or international agreement.

4.  Derivative Classification.  Most Army classified documents are derivatively classified in that the classification is based upon a classification guide or source document(s).  For derivative classification decisions, the term “Derived From” will replace the term “Classified By.”  There is no requirement to include a “Reason” line.  The “Declassify On” line must be determined by the appropriate original classification authority.  The derivative classification shall indicate the source document or agency, activity, or command and office of origin, and the date of the source or guide.  When a document is classified derivatively on the basis of more than one source document or classification guide, the “Derived From” line shall read “Multiple Sources” and the derivative classifier shall keep a list of the sources with the file or record copy of the derivatively classified document, if practicable.  When a specific date or event is listed on the source document or declassification guide, the derivatively classified document will show that date or event after the term “Declassify On”.  Many current source documents and classification guides indicate the “OADR” or “Originating Agency’s Determination Required” as declassification instruction.  Until classification guides are rewritten, and unless otherwise instructed by the original classifier, the derivative classifier shall carry forward the fact that the source was marked as “OADR”, and the date of origin of the most recent source document, classification guide, or specific information being classified.

5.  All other classification markings contained in AR 380-5 remain in effect until that regulation is revised.

6.  RD and FRD Information.  E.O. 12958 does not apply to Restricted Data (RD) or Formerly Restricted Data (FRD).  Documents containing all, or a portion of, RD or FRD information will be marked under the policy contained in AR 380-5.  There is no change to the marking of documents containing RD or FRD information.  When extracting classified information from an RD or FRD document, the following applies.  If the extracted information is RD or FRD, follow the policy in AR 380-5.  If the extracted information is classified, but is not RD or FRD, follow the declassification instructions contained in the classification guide for that information.  If there is no classification guide or if the 
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classification guide indicated “OADR”, apply the above guidance for derivative   

classifications.  In those instances in which there is no classification guide available, assume that “OADR” applied as the previous declassification instruction, until instructed otherwise by the original classification authority.

7.  Documents created before 14 October 1995.  Documents created before 14 October 1995, shall not be marked.

8.  Documents created on or after 14 October 1995, and not marked in accordance with the requirements of E.O. 12958.  Documents created on and after 14 Oct 95, that are marked with the old markings should be remarked as stated above as they are removed from files for working purposes.  Care should be taken to ensure that documents sent to other activities or placed in official unit files are marked in accordance with the new E.O.

SECTION 4

VIOLATIONS/COMPROMISES

1.  General.  Security Managers must ensure that discovery of a security violation, by anyone in or outside the unit, is immediately reported.

2.  Procedures.  Procedures to be followed must be a part of the security education training provided by the unit to its personnel.

     a.  Discoverer.  The discoverer must immediately take action, if possible, to minimize the problem.  For example, securing the material left unsecured or informing another individual that what they are doing or are about to do is in violation of regulations.  The discoverer must then immediately notify their Security Manager.  The Security Manager will then advise the Commander as to what actions must be taken.

     b.  Unit.  If the situation is determined to involve a possible loss or compromise, a Preliminary Inquiry (PI) must be initiated by the unit.  When it is determined that a loss or compromise of classified material did occur, the originator of the material must be notified.

3.  Preliminary Inquiry.

     a.  Appointment.  If a PI is determined to be required, an investigating official must be appointed in writing by the immediate Commander.  (See Appendix K).  A copy of the appointment order will be forwarded through channels to the XXth Brigade (TS) Security Manager. 

     b.  Investigating Official.  The appointed official must be a disinterested individual who is senior to everyone known to be involved in the case and not within the division or branch in which the violation occurred.  The official must be briefed as to their responsibilities, time constraints etc., in conducting the inquiry.  If the PI official cannot be appointed in the unit, the requirement will be forwarded, based on location to the next higher element in the chain of command.
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4.  Conduct of Inquiry.  Conducting the PI must be done as quickly after discovery as possible.  The PI must be completed within 10 working days of appointment of an inquiry official.

     a.  What Happened?  The PI will determine the probability of compromise and when possible, an assessment of possible damage to national security.  The inquiry should determine the cause of the incident and identify the individual(s) and procedures responsible.  The inquiry should answer the basic investigative interrogatives of who, what, when, where, why, and how.

     b.  Reports.  The report of inquiry will include one of the following findings:

          (1)  A compromise did not occur.

          (2)  A compromise did occur.

          (3)  Probability of compromise is remote.

          (4)  Probability of compromise is not remote.

5.  If a compromise did occur or the probability is not remote, an estimate of the damage to national security and a reevaluation of the classification of the material is required.  The report must also include recommendations for corrective actions to be taken to preclude a recurrence of the violation; a recommendation as to the need for further investigation under AR 15-6, and sanctions to be imposed, if any.  Appendix K contains the format for the PI Report.

6.  Review.  A copy of the final report will be forwarded thru the XXth Brigade (TS) Security Manager to the XXXTH Division (IT) Security Manager for review and approval.

SECTION 5

FOR OFFICIAL USE ONLY
1.  General.  Information that has not been classified pursuant to Executive Order, but requires withholding from the public, may be considered as being “For Official Use Only”  (FOUO).  To qualify for the protective marking the information must meet one of the Freedom of Information Act (FOIA) exemptions described in Chapter III, AR 380-17.  If information does not meet the exemption criteria, it will not be withheld from public disclosure or marked “For Official Use Only”.  FOUO is not authorized as an anemic form of classification to protect national security interests.

2.  Marking.  Only commissioned officers, warrant officers, enlisted personnel E-7 and above, and civilian employees in grade GS-07 and above can designate material FOUO.
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     a.  An unclassified document containing FOUO information should be marked “For Official Use Only” in bold letters at least 3/16 of an inch in height at the bottom of the front cover (if any), on the first page, on the back page, and on the outside of the back cover (if any).  “FOUO” will not be used for such marking.  The marking of record copies will be completed at the time of creation.

     b.  Within a classified or unclassified document, an individual page that contains FOUO information but not classified information should be marked “For Official Use Only” at the bottom of the page.  Permanently bound volumes need to be marked only on the outside of the front and back covers, title page, and front and last pages.  Volumes stapled by office-type or electric staplers are not permanently bound.

3.  Dissemination and Transmission.

     a.  Dissemination.  FOUO information may be disseminated within DoD components and between officials of DoD components and DoD contractors, consultants, and grantees to conduct official business for the Department of Defense.  Recipients shall be made aware of the status of such information and transmission shall be by means that preclude unauthorized public disclosure.

     b.  Transporting.  Records containing FOUO information will be transported in a manner that precludes disclosure of the contents.  When not con-mingled with classified information, FOUO information may be sent via first class mail or parcel post.  Bulky shipments, such as distributions of FOUO Directives or testing materials, that otherwise qualify under postal regulations may be sent by fourth class mail.

     c.  Transmission.  Each part of electronically transmitted messages containing FOUO information shall be marked appropriately.  Unclassified messages containing FOUO information shall contain the abbreviation “FOUO” before the beginning of text.  Such messages shall be transmitted in accordance with communication security procedures.

4.  Safeguarding.

     a.  Duty Hours.  During duty hours FOUO material shall be placed in an out-of-sight location if the work area is accessible to nongovernmental personnel.  (When FOUO is removed from storage, DA Label 87 will be attached).

     b.  Non-duty Hours.  During non-duty hours FOUO material shall be stored with other unclassified material in unlocked files or desks, etc., when normal U.S. Government or government contractor internal building security is provided.  When internal security control is not exercised, locked buildings or rooms normally provide adequate after hours protection.  When locked buildings or locked rooms are not provided FOUO should be stored in locked receptacles such as file cabinets, desks, or bookcases.
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     c.  Unauthorized Disclosure.  Unauthorized disclosure of FOUO material does not constitute an unauthorized disclosure of DoD information classified for security purposes.  Appropriate administrative action shall be taken to fix responsibility whenever feasible, and appropriate disciplinary action shall be taken against those responsible.  Unauthorized disclosure of FOUO information that is protected by the Privacy Act may also result in criminal sanctions against responsible persons.  The DoD Component that originated the FOUO information shall be informed of its unauthorized disclosure.

CHAPTER 4

PERSONAL SECURITY PROGRAM AR 380-67
SECTION I

PROGRAM MANAGEMENT
1.  General.

     a.  Effective implementation of the DA and Command Personnel Security Programs requires detailed program management by the Security Manager and close coordination and cooperation among the Security Manager, the Commander, other staff elements and unit/activities outside the organization.

     b.  The Security Manager’s functional responsibilities consist of six major areas:  Overall program management, management and publication of the Clearance and Access Roster, sensitive position designation, requesting clearances and investigations, suitability and loyalty reporting, and preparation and publication of guidance to enable assigned and attached personnel to fulfill their responsibilities under the Personnel Security Program.

2.  Responsibilities.

     a.  The Commander is responsible for implementation of the DA Personnel Security Program.

     b.  Security Managers act for and represent the Commander in the following:

          (1)  Exercises staff cognizance, manages the Personnel Security functions and procedures as directed.

         (2)  Advises the Commander on Personnel Security and Surety matters.

         (3)  Recommends Personnel Security Policies and Procedures.

         (4)  Serves as the staff POC with other local commands, staff elements within the unit HQ and subordinate units.

         (5)  Implements the DA Personnel Security and Surety Programs.

         (6)  Initiates requests for Personnel Security Investigations.
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         (7)  Suspends access to classified information as appropriate.

         (8)  Requests security clearances when needed.

         (9)  Reports adverse suitability and loyalty information.

       (10)  Assist personnel in completing applicable forms.

    c.  Officers, NCOs, supervisors of all grades and ranks are responsible for the following:

         (1)  Comply with provisions of AR 380-67 and other applicable policy directives.

         (2)  Continuously evaluate reliability and suitability of assigned/attached’ personnel and report all information reflecting adversely on loyalty or suitability of  assigned/attached personnel.

    d.  Individuals.  Assigned and attached soldiers and DA civilians are responsible for the following:

         (1)  Comply with provisions of AR 380-67 and other applicable policy directives.

         (2)  Report adverse suitability or loyalty information through appropriate channels to the Security Manager.

3.  Initial Screening.  Commanders and security Managers will ensure that all personnel who require access (See Access Rosters) are screened upon entry into the unit for the appropriate clearance.  An individual does not have a clearance unless a “valid” yellow DA  Form 873 is in their MPRJ.  

4.  Suspension of Access and Reporting of  Derogatory Information.

    (a)  Commanders and supervisors are required to continually assess subordinates worthiness to retain a security clearance and to maintain access to classified or sensitive information.  Commanders and supervisors at all levels are required to report adverse information which could have a bearing upon subordinates’ worthiness to retain a security clearance or obtain a security clearance.  Regulations require derogatory information to be reported regardless of whether the soldier has a clearance.  This is done in the event a clearance is requested at a later date.

    (b) The following are examples of behaviors that should be reported (AR 380-67, para 2-200 and Appendices E and I):

          (1)  Security violations.

          (2)  Criminal activity of any sort.

          (3)  Mental or emotional disorders requiring professional treatment.
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          (4)  Excessive use of intoxicants.

          (5)  Illegal drug use.

          (6)  Financial difficulties or irresponsibility, excessive indebtedness, writing bad checks or bankruptcy.

          (7)  Bizarre or notoriously disgraceful behavior or sexual misconduct.

          (8)  Any other behavior which causes potential security concern.

    (c)  Commanders should immediately “suspend” access to classified material or sensitive material upon receiving credible information of any of the behaviors listed above.

    (d)  The follow-up to suspending access is as follows:

           (1)  Conduct a thorough investigation and determine whether or not the suspension is warranted.

           (2)  Counsel the individual and explain the actions.

           (3)  Prepare a completed DA Form 5248-R and submit it directly to the XXth Bde (TS), XXth Div (IT) Security Manager.  Completion of the DA Form 5248-R must be  by typing.  This step is completed even when the soldier does not have a clearance.  

                  (a)  Statement of offense or allegation should be clear and concise.

                  (b)  Submit the yellow copy of the DA Form 873 with the report if one is present.

                  (c)  Detail the action taken by the unit to preclude further potential security violations.

                  (d)  Commander should make a clear statement regarding their recommendations for this individual.  This is regarding the security clearance and does not refer to the administrative board actions affecting the soldier, i.e. not whether the soldier is recommended for retention, etc.

                  (e)  Prepare a flagging action, enter the data into the RLAS data base.

                  (f)  The DA Form 5248-R may be signed by the Security Manager, Commander or Senior Unit Administrator to facilitate its completion.                  
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                 (g).  No further action will be taken until FINAL adjudication of the offense(s) is completed.  A follow-up DA Form 5248-R must be submitted every 90 days.  When final action is completed on the individual’s case, documentation will be attached to a “Final” DA Form 5248-R and forwarded as instructed above.  If the soldier does not have a clearance of any type (including a NAC) you may submit an initial and final DA Form 5248-R at the same time.  Do this by checking both blocks on the form.

5.  Security Education/Briefings.  Security briefings will be conducted as follows:

     a.  Initial briefings.

          (1)  Incoming personnel who have a valid clearance will not be granted access to classified information until:

                (a)  They have received an initial security briefing (See Appendix B) from the Security Manager.

                (b)  The Security Manager has received a copy of a completed Standard Form 312, Classified Information Nondisclosure Agreement, from the previous unit or has witnessed the execution of the original SF 312.  (See para 2-1, DA Cir 380-93-1).

                (c)  The unit Security Manager will maintain file copies of the SF 312.

     b.  Refresher briefings.  Programs shall be established to provide, at a minimum, annual security training for personnel having continued access to classified information.  Paragraph 10-103 of AR 380-5 gives further guidance.

     c.  Foreign Travel Briefing.  Individuals having access to classified material are targets for hostile intelligence agents when traveling to foreign countries or to meetings within CONUS where they will come into contact with foreigners.  Such personnel must receive foreign travel briefings before they depart their units.  Additional information concerning foreign travel briefings is contained in Appendix B.

     d.  Termination briefing.

          (1)  Personnel who have a security clearance require a termination briefing when they:

                (a)  ETS

                (b)  Terminate their employment (civilians).
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                (c)  Will be absent for more than 60 days.

                (d)  Inadvertently have unauthorized access to classified information.

                (e)  When their access is suspended.

          (2)  The termination briefing is accomplished by having personnel complete a DA Form 2962, Security Termination Statement (See Appendix H) or completing the Security Debriefing acknowledgment portion of the SF 312.  These statements must be kept on file by the Security Manager for a minimum of two years.

         (3)  If an individual refuses to complete a termination statement, the Security Manager will:

               (a)  Provide an oral termination briefing.

               (b)  Annotate the fact that an oral briefing was given and the date on DA Form 2962.

               (c)   Note on the form the circumstances and reasons, if given, for the refusal.

               (d)  Advise the person that refusal could adversely affect their gaining future security clearances.

               (e)  Send a copy of the DA Form 2962 to HQs XXth Brigade (TS), XXXTH DIVISION (IT), ATTN:  AFRC-TOK-GOP. 

               (f)  The DA Form 2962 requires individuals to review certain federal laws.  These laws are found in Appendices, L, N, O, and P of AR 370-5 and FORSCOM Supplement 1.

        (4)  Termination briefings are not required on reassignment or as long as the individual remains on active duty or in USAR status, to include assignment in the IRR.

SECTION 2

SECURITY CLEARANCES
1.  General.

     a.  This part of this SOP prescribes local policies and procedures for requesting, granting, suspending, denying, and revoking personnel security clearances.   Additionally, it prescribes the forms for requesting security investigations/clearances, and the forms for the suspension/revocation of security clearances.  Information contained herein should be used in conjunction with AR 380-67.
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     b.  DA policy requires that personnel who are qualified, and already possess a needed security clearance be appointed to positions requiring such a clearance.  This is to preclude unnecessary investigations when a sufficient number of cleared personnel are in the unit.  Security clearances are a tool used to assist in providing adequate protection of classified material.  They are neither a status symbol, a blanket authorization for access, nor a right by virtue of rank.  Personnel security investigations should be limited to those essential to current operations and which are clearly authorized by DoD policies.

     c.  Security Managers must ensure that the commanders, supervisors, and individuals concerned are informed of the status of their clearances.  This includes notifying an individual when their clearance has been downgraded, suspended, or revoked.  Security Managers must also verify the clearances of new personnel coming into the unit.

2.  Policy.

     a.  The Commander, Central Clearance Facility (CCF) is the only authority for the granting of final security clearances.

     b.  A certificate of clearance granted or accepted for access within this command remains valid for access to the degree indicated throughout the tenure of an individual’s assignment to this command unless credible derogatory information develops that would warrant suspension action unless downgraded.  Clearance status of personnel transferred between subordinate commands should be verified by DA 201 file records checks upon the soldier’s assignment.

3.  Inprocessing Personnel.  To afford the commander appropriately cleared personnel at the earliest opportunity, Security Managers will conduct appropriate local files checks (MPRJ, Medical, PMO, Security) on all newly assigned soldiers.  If the checks are favorable, the individual possesses a valid DA Form 873, and the appropriate initial briefings have occurred, the soldier can be granted access to classified information.  When local files checks reveal credible adverse information that has occurred subsequent to the clearance being granted, the clearance is not valid and the unit must be notified.

4.  Requesting Personnel Security Investigations.  To be given access to classified information personnel must receive a valid certificate of clearance, DA Form 873, from CCF.  Different types of clearances require different Personnel Security Investigations (PSI).  The following procedures will be accomplished:

     a.  Review of records.  The Security Managers must conduct a records review.  The review should examine the:

         (1)  Personal File.

               (a)  Does the individual have a SF 312 in the file?  If not, complete a SF 312.
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               (b)  Does the individual have a valid DA Form 873 from CCF?  If so, does it show a clearance/investigation adequate to the requirements of the position to which the individual is assigned?  If no DA Form 873 is in the record, look for evidence of the completion or initiation of an investigation.

               (c)  If an invalid DA 873 is on file, attach the original (invalid) DA 873 to a completed DA Form 5247-R, Request for Security Determination and forward it to the XXth Bde (TS), XXth Div (IT) Security Manager.

         (2)  Medical File.  Look for information that would preclude the issuance of a clearance.

         (3)  Other Records.  Check criminal records of security provost marshal and/or local police.

               a.  Submit DA Form 5247-R.  If no DA Form 873 is in the file a DA Form 5247-R must be submitted to the XXth Bde (TS), XXth Div (IT) Secuurity Manager before any request for a PSI.  The XXth Bde (TS) Security Manager will forward to USARC and should repond to the DA Form 5247-R in approximately 45-60 days.

               b.  Investigation Requests.  If CCF’s response to the DA Form 5247-R indicates a PSI is required, the Security Manager must request a PSI.  Investigation requests are to be submitted from the unit Security Manager directly to DSS (Defense Security Service).  Guidance and criteria for determining the appropriate type of investigation required are found in Appendix C of USARC Reg 380-1.

              c.  Submit PSI Packet.  Composition of PSI packets is outlined in Appendix L.  Common errors in completing the forms are listed in Appendix D of USARC Reg 380-1.  Security Managers should become familiar with this information.

5.  Interim Clearances.  An interim clearance is a temporary clearance granted on an emergency basis to an individual who has a valid need for access before the required PSI can be completed.  The individual must have met the investigative requirements of AR 380-67, or a PSI request must already have been submitted.  A request for interim clearance will be forwarded on DA Form 5247-R containing justification to the XXth Bde (TS), XXth Div (IT) Security Manager.  If any derogatory information is known by the soldier’s commander, a request for interim clearance will not be submitted.

6.  Denial/Revocation of Security Clearances.

     a.  Commander, CCF, is the DA authority for denial/revocation of security clearances.  When credible derogatory information is received at CCF and denial/revocation is considered, CCF will forward a Letter of Intent (LOI) to Deny or Revoke Security Clearance to the individual, through the Directorate of Security.  This LOI will state the reasons why revocation action is being considered and offer the person an opportunity to reply in writing with an explanation of the issues listed in the LOI.   The individual is given 60 days from the date of receipt of the LOI for his rebuttal to reach CCF.  It should be submitted through command channels to the XXth Brigade (TS) Security Manager not later 
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than the 30th day to allow for processing and mailing time.

     b.  Commander, CCF, is the only person authorized to restore access when a clearance has been suspended.  This restoration will be accomplished by CCF executing a new DA Form 873.

7.  Periodic Reinvestigations (PRs).  PRs will be Electronically transmitted using the automated version of the Electronic Personnel Security Questionnaire (EPSQ) which can be downloaded from the DSS Website (www.dss.mil).  Training/guidance on the requirements for preparing/using the EPSQ can be provide by requesting assistance from the XXth Bde (TS), XXth Div (IT) Security Manager.

SECTION 3

ACCESS ROSTERS
1.  General.  Security Managers must maintain a current roster (manual or automated) of PSI and clearance information so they can easily verify the clearance status of each individual in the unit.  Access authorization will be based on duty or position requirements, and may be lower than that reflected on the individual’s DA Form 873.  All personnel granted access will appear on the access roster and must have a “need to know”.

2.  Roster Format.  The roster may be in any form, but must contain the following information:

     a.  Name (and for civilians only, position sensitivity).

    b.  Type of investigation conducted.

    c.  Date of latest investigation completed.

    d.  Level of security clearance.

    e.  Date clearance granted.

    f.  Highest level of access authorized in current position.

3.  Required Personnel.  The following personnel will appear on the access roster:

    a.  All enlisted personnel E-7 and below whose MOS, as designated by AR 611-201, requires a clearance.

    b.  All Department of the Army civilians assigned to the unit.
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    c.  All full-time support personnel (AGR/AC).

    d.  All personnel who have been specifically designated, by the Commander, as needing a security clearance.  This will include mail clerks who will also be granted access and all personnel operating automated data processing equipment.

4.  Roster Submission Requirements.  Each XXth Brigade (TS) unit will submit a copy of their access rosters to the Brigade Security Manager biannually.  Suspense dates are 1 December and 1 June each year.

5.  The roster is FOR OFFICIAL USE ONLY.  FORSCOM Form 104-R may be used.  (Appendix H).

CHAPTER 5

INFORMATION SYSTEMS SECURITY PROGRAM AR 380-19

SECTION I

APPOINTMENTS
1.  Information Systems Security Manager (ISSM).  The XXth Brigade (TS) Commander appoints an ISSM to establish and implement the Information Systems Security program within the command.  Each major subordinate unit will also appoint an ISSM IAW AR 380-19, para 1-6d(2).  The ISSM’s responsibilities are outlined in the same paragraph.

2.  Information Systems Security Officer (ISSO).  An ISSO will be appointed in writing by the commander or manager of the unit/activity for each AIS or group of AIS.  This individual must become thoroughly familiar with the operation of the system(s) within the organization/office.  The same ISSO may be appointed for multiple AIS, particularly in the environment of small computers, local area networks, or small systems, and site locations, it may become necessary to appoint Assistant ISSOs to properly manage security requirements and assist the primary ISSO in carrying out his/her responsibilities.  ISSO office/organization - specific duties should also be reflected in the information systems security Standing Operating Procedures (SOP).  AR 380-19, paragraph 1-6d(3), defines specific responsibilities of the ISSO.
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SECTION 2

ACCREDITATION
1.  General.  Accreditation is the Designated Accreditation Authority’s (DAA) formal declaration that an AIS or network is approved to operate at a designated level of sensitivity.  When an accreditation document is compiled, it describes in detail the vulnerabilities, risks, systems design, and physical layout of the system.  Because of this, consideration must be given to classifying the documentation at a level commensurate with the classification of threats and vulnerabilities identified.  As a minimum, documentation generated as a result of this process must be handled and marked “FOR OFFICIAL USE ONLY”.  (See AR 25-55, exemption categories 2 and 5).

2.  Categories.

     a.  There are two categories of accreditation:

          (1)  Generic Accreditation.  This category of accreditation normally originates above the major Army command level, or by agencies/offices responsible for fielding systems to Army users.  Recipients of these systems are required to append to the accreditation documentation those physical, environmental, and risk management measures that apply to their particular environment.

          (2)  Operational Accreditation.  This category applies to all AIS that have not been formally accredited by a generic accreditation.  Information contained in this SOP is directed toward the operation accreditation.

     b.  Within each category, the accreditation process consists of two types of accreditation, initial accreditation and re-accreditation.

          (1)  Initial Accreditation.  This process ensures that both the information being processed and the equipment used and protected from elements that could cause damage or destruction to the system, or allow unauthorized retrieval of information from the system.

         (2)  Re-accreditation.  Re-accreditation is required as a result of significant changes to the system configuration, operation, environment, or a three-year lapse since the effective date of the current accreditation.

3.  System Sensitivity Designations.

     a.  Sensitivity designations for all AIS must be made using the criteria in AR 380-19, paragraph 2-2.  This determination is based on the sensitivity of the information processed.

         (1)  Classified sensitive (CS1).  Systems that process any amount of SCI or SIOP-ESI data.

         (2)  Classified sensitive (CS2).  Systems that process any Top Secret data.

         (3)  Classified sensitive (CS3).  Systems that process any Secret or Confidential data.
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         (4)  Unclassified sensitive (US1).  Systems that process unclassified information which requires protection from foreign intelligence services to ensure confidentiality and:

               (a)  Involves intelligence activities.

               (b)  Involves cryptologic activities related to national security.

               (c)  Involves command and control of forces.

               (d)  Is contained in systems that are an integral part of a weapon or weapon system.

               (e)  Is contained in systems that are critical to the direct fulfillment of military or intelligence missions.

         (5)  Unclassified sensitive (US2).  Systems that require protection from foreign intelligence services or other unauthorized personnel to ensure confidentiality.  Examples include unclassified logistics, medical care, personnel management, privacy act, contractual, and “For Official Use Only” data, if not covered by the description of the US1 system, above.

         (6)  Once the sensitivity designation of the AIS has been determined, initial accreditation request must be submitted to the DAA before the systems can be placed into operation.  Format for submission of the initial accreditation is at Appendix C, AR 380-19.  Each paragraph of the format must be addressed.  Sections marked by an “*” may be omitted for accreditation for small computers.  (Exception:  Accreditation for systems processing US1 and US2 information submitted in the modified accreditation format may be approved by the commander, or a primary or special staff officer).   All AIS within the XXXTH Division (IT) with the exception of the Worldwide Military Command and Control System (WWMCCS) are only authorized to process US1 or US2 information.  No classified information may be processed.

4.  Modified Formats.  Forces Command has obtained DA approval to modify the accreditation process for systems processing unclassified sensitive information with the implementation of the modified formats “Certification of Use/Accreditation of Stand-Alone Computers to Process Unclassified Sensitive 1 and 2 information”, See Appendix M.  These modified forms were developed to reduce manpower and administrative burden associated with the accreditation of computers processing unclassified information.

     a.  The short form accreditation applies only to computers:

          (1)  Operating in an office environment.

          (2)  Operating in a stand-alone configuration or with a modem.  Unclassified sensitive 1 and 2 information must be protected during transmission, unless waived.  Authority to waive COMSEC requirements for US1 and US2 information has been delegated to the Deputy Chief of Staff, Operations, XXXTH Division (IT).
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          (3)  Processing only unclassified (US1 and US2) information.  Processing of classified information is prohibited.

     b.  Each operator/user of the system must sign the short form accreditation document as acknowledgment that he/she understands his/her responsibility to protect sensitive information and the computer equipment.  If more than one operator/user has access to the system, all must have a need-to-know for all information contained in the system (dedicated security mode of operation).

     c.  The commander, or a primary or special staff officer, must sign the short form accreditation document to acknowledge management’s responsibility (to the DAA/ISSM) for ensuring the secure operation of the system.  SIGNATURE AUTHORITY CANNOT BE DELEGATED.

     d.  The completed/signed short form accreditation document must be submitted to the XXth Bde (TS), XXth Div (IT) ISSM and serves as the official record of the systems accreditation.  No other documentation is required.  SYSTEMS ARE NOT ACCREDITED UNTIL THE SIGNED MODIFIED ACCREDITATION DOCUMENT IS RECEIVE BY THE XXXTH Division (IT) ISSM from the XXth Bde (TS), XXth Div (IT) Security Manager.

5.  Review Requirements.  All request for accreditation must be forwarded to the XXth Bde (TS), XXth Div (IT) ISSM for review.  The ISSM will ensure the request is complete and will forward it to the appropriate accreditation authority, along with a recommendation for approval or disapproval.

6.  Designated Accreditation Authority (DAA).  The Deputy Chief of Staff, Operations XXXTH Division (IT) is the DAA for systems processing US1 and US2 information.

7.  Accreditation Statement.  A system should not be operated without a completed and approved modified accreditation form or an official accreditation statement by the DAA on file.  This statement is signed by the DAA after review of the accreditation documentation.  Through this review, the DAA states the highest sensitivity level at which information can be processed, defines the security processing mode, weighs the vulnerabilities and threats against mission requirements, and by his or her signature accepts the stated risks for system operation.  This statement is generated for each accreditation and reaccreditation.

8.  Privately-Owned Computers.  The use of privately-owned computers and software to process government-related work at the work site is highly discouraged.  Privately-owned computers must comply with the accreditation provisions outlined in Appendix C of AR 380-19.  The use of a privately-owned computer is subject to the imposition of specific conditions and responsibilities.  USARC Form 42-R must be signed by the owner of the privately-owned computer and will be included as an attachment to the accreditation document.
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SECTION 3

OTHER SECURITY MEASURES
1.  Physical Security.  A balanced AIS security program must include a firm physical security foundation.  The objectives are to safeguard personnel,  prevent unauthorized access to equipment, facilities, material, media, and documents; safeguard against espionage, sabotage, damage, and theft; and reduce the exposure to threats which could cause a denial of service or unauthorized altering of data.  Physical security requirements are outlined in Section IV, Chap 2, AR 380-19.

2.  Environmental Security.  Smoke, dust, and other contaminants can easily damage many components of a small computer.  Measures to reduce environmental hazards include;  keeping areas in which computers are located clean; not permitting eating, drinking, or smoking in the immediate area of the computer; and keeping the computers away from open windows, direct sunlight, radiators, heating vents, or areas where damage from flooding, falling objects or electrical hazards may occur.

3.  Technical Contamination, Technical Vulnerabilities, and Intrusion Notification.  Computer contamination, technical vulnerabilities, and intrusions/attempted intrusions will be reported immediately upon detection to the ISSO, or ISSM.

     a.  Terms.

         (1)  “Contamination” is any software introduced into an information system that intentionally or unintentionally causes a disruption to normal operations through the destruction or modification of data, or through the denial of service.  Examples of such software may include bacteria, logic bomb, trapdoor, trojan horse, virus, and worm programs.

         (2)  “Flaw” is an error of commission, omission,  or oversight in a system that allows protection mechanisms to be bypassed.

         (3)  “Intrusion” is any unauthorized access into individual host, a network, or a stand-alone personal-computer.  Access includes both electronic and physical entry.

         (4)  “Technical vulnerability” is any hardware, firmware, communication, or software flaw that leaves a computer processing system open for potential exploitation, either externally or internally, thereby resulting in risk for the owner, user, or manager of system (reference NCS-TG-004, 21 Oct 88, Subject, Glossary of Computer Security Teams).

               (a)  For personal computers, run a viral scanning software program on the possibly contaminated system.  In the event the program, or programs, detect a computer virus or trojan horse, contact the ISSM to obtain the necessary disinfectant program and technical assistance to eliminate the contamination.  In the event the program does not detect a known computer virus or trojan horse, try to determine if the system displays any symptoms normally associated with a computer virus or other type of malicious software.  
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DoD procured anti-virus software have been provided to the MUSARCS.

               (b)  If you are unable to identify the contamination, regardless of the type of system, contact the ISSM for appropriate sources for assistance.

     b.  Technical Vulnerability.

          (1)  Examples of technical vulnerabilities include the use of software commands which unexpectedly disable protection features or which provide greater access privileges than required; the failure of hardware to separate individual processes or to protect security relevant protective mechanisms from unauthorized access or modification; or a communications channel which allows two cooperating processes to transfer information in a manner that violates the overall system’s security policy.

          (2)  In the event resources are insufficient to fully describe, fix, or reduce the impact of the vulnerability, contact the ISSM for assistance.

     c.  Intrusion/Attempted Intrusion.

          (1)  Audit trail records are an essential element of detecting intrusion/attempted intrusion attacks.  System administrators and individual data processing activity ISSOs will review available records and report all suspicious activity to the ISSM.

          (2)  Suspicious activity includes incorrect logons; dual logons; successful and unsuccessful connections from hosts which do not normally establish connections to systems; error messages which indicate that non-privileged users have attempted to execute or obtain privileges; error messages that privileged users have experienced problems; and appropriate symptoms of contamination.  This does not constitute a complete list of all activity which may suggest than an intrusion/attempted intrusion has occurred.  But the examples do provide a starting point for evaluation.

          (3)  For those systems which lack audit trail capabilities, announced and unannounced reviews are the minimum criteria which systems administrators and ISSOs will use to detect and to discourage intrusions.  Those reviews will use the symptoms of contamination as a baseline, and will include whatever additional standards individual administrators and ISSOs determine are appropriate.

    d.  The ISSO should investigate the validity of all contamination’s, technical vulnerabilities, and intrusion/attempted intrusion reports.

     e.  All identified technical contamination’s will be reported to the ISSM.

     f.  Technical vulnerabilities will be expeditiously reported through command channels to INSCOM, ATTN:  IAOPS-CI-TO, Fort Belvoir, VA 22060-5370, with information copies to HQDA, ATTN:  DAMI-CIC-AS, Washington, DC 20310-1055, and HQDA, ATTN:  SAIS-ADS, Washington, DC 20310-0107.  Reports of technical vulnerabilities will contain information specified in paragraph 2-29c, AR 380-19, and be initially classified at least “CONFIDENTIAL”.
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4.  Communications Security.  Protection of unclassified sensitive information during transmission must be consistent with the risk of disclosure, loss, misuse, alteration, or nonavailability.  Protection requirements for US1 and US2 systems are addressed in paragraph 4-3, AR 380-19.

5.  Software.

     a.  Unless authorized by the copyright owner, no user has the right to copy, reproduce, merge, modify, or transfer all or any portion of commercial computer software.  The software licensing agreement accompanying in software will state if it is legal to make a backup copy of the software.  Many manufacturers do authorize the user to make a single backup copy of the software.  Individuals authorized to use commercially licensed software must comply with the provisions of the  Software License Agreement that accompanies the software.  Software that violates copyright laws will not be installed on any government computer.  Under no circumstances are employees permitted to make copies of government-owned software for their personal use.

     b.  Non-Government licensed, privately owned, software may not be installed or used on government-owned equipment.

     c.  Public domain software may be installed on government-owned computers provided:

          (1)  All software is approved by the XXXTH Division (IT) DCSIM/IM.  Software must be listed in the accreditation document IAW AR 380-19, Appendix C.

          (2)  The XXXTH Division (IT) DCSIM/IM will not provide government technical support for public domain software.

     d.  Commercially licensed software diskettes (media) and documentation should be protected from damage and theft.  Diskettes should be protected by storing in an appropriate location, but not necessarily to the same degree as the diskettes.

     e.  Individuals who load unauthorized software on government-owned equipment, or who load any software package not approved by the XXXTH Division (IT) DCSIM/IM, will be held responsible for any corruption or damage to government-owned resources.

6.  Proprietary Software.  Unless specific, written permission has been granted by the software licenser, no user has the right to make or distribute copies of copyrighted material without authorization.  The only exception is the user’s right to make a backup copy for archival purposes, if one is not provided by the manufacturer.  Unauthorized duplication of software is a Federal crime and violates policy established by AR 27-60.

7.  Password Generation and Control.  System passwords are critical to the security of a system.  Passwords are used to identify users entering the system from a remote device.  The ISSO oversees generation, issuance, and control of all passwords.  Passwords should be generated by random generator software and must not be obtained from commonly used words or phrases.  Knowledge of individual passwords will be limited to a minimum number of persons and passwords will not be shared.  If a system provides a password 
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protection feature but does not all for random generation, or exclusion of an individual from initiating his or her own password, the risk assessment must include these as vulnerabilities.  The DAA will determine whether or not the risk is acceptable in the accreditation statement.  Stand-Alone personal computers (PC) or unnetworked computer systems that have only one operator, and are not shared by other users, do not require password protection.  Password generation and control is outlined in paragraph 2-15, AR 380-19.

8.  Labeling AIS.  All computers (PCs) used to process only unclassified information will have a label prominently affixed stating.  “THIS EQUIPMENT WILL NOT BE USED TO PROCESS CLASSIFIED MATERIAL”.  (FORSCOM Suppl 1 to AR 380-19)

SECTION 4

TRAINING AND AWARENESS
General Requirements.  All AIS managers and users will receive an initial information systems security briefing conducted by the ISSO, or his or her designee.  Paragraph 2-16, AR 380-19, outlines the minimum requirements for the initial briefing.  In addition, secure training and awareness will be provided periodically on a wide variety of AIS subjects.  A record of this training will be documented and maintained by the ISSO.

FOR THE COMMANDER:
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